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TECHNICAL BRIEF - EXECUTIVE SUMMARY

Cloud Security Operations Report: Azure
Hybrid Active Directory Domain (Lab 2.5)

For this module | deployed and validated a hybrid Active Directory environment spanning
two Azure regions (West US and Central US) under my Azure for Students subscription,
engineered to mirror a segmented corporate network with a trust boundary between Azure
AD and on-prem-style resources. | stood up two virtual networks (10.0.0.0/24 and
10.0.1.0/24), bridged them with bidirectional VNet peering, and fronted the VMs with two
Standard-SKU load balancers using inbound NAT rules to publish RDP. | promoted cnw-
websrv (Windows Server 2019) to domain controller for the CNW.BIZ domain, configured
DNS across both VNets, and hybrid-joined both Windows 10 clients to the domain. From an
initial NAT-published foothold on Client01 | demonstrated internal pivoting to Client02 and
the web server, documenting the lateral-movement and hybrid-trust-abuse path before
exposing all three systems via external RDP and performing a complete teardown of every
provisioned resource.

» Objectives

Deploy a hybrid Active Directory domain
(CNW.BIZ) across two Azure regions with
static private IP addressing

Connect two regional virtual networks via
bidirectional VNet peering to enable cross-
region routing

Publish secure RDP access through Standard-
SKU load balancers and inbound NAT rules

Promote a Windows Server 2019 VM to
domain controller and configure DNS for both
VNets

Hybrid-join both Windows 10 clients to the
CNW.BIZ domain and validate domain trust

Demonstrate red-team lateral movement:
initial NAT foothold pivoting internally to all
hosts

Tear down all cloud resources to comply with
the lab's deletion requirements

» Environment

Azure for Students subscription (ID
4ddeee3e-9824-4cd4-bale-a8304c5708e7)

Azure regions: West US and Central US
Resource Group: LNFI-042025

VNet LNFI-West-VNet — 10.0.0.0/24 (West US)

VNet LNFI-Central-VNet — 10.0.1.0/24 (Central
us)

Windows Server 2019 domain controller (cnw-
websrv, 10.0.0.100)
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WALKTHROUGH & EVIDENCE

This walkthrough documents a hybrid Active Directory build spanning two Azure regions (West US
and Central US) under the CNW.BIZ domain, engineered to mirror a segmented corporate
network with a trust boundary between Azure AD and on-prem-style resources. | stand up two
peered virtual networks (10.0.0.0/24 and 10.0.1.0/24), publish RDP through Standard-SKU load-
balancer NAT rules, promote cnw-websrv to domain controller, and hybrid-join both Windows 10
clients. From a NAT-published foothold on Client01 | map the lateral-movement and hybrid-trust-
abuse path to Client02 and the DC, then tear the entire environment down to zero residual
resources.

ENVIRONMENT
Resource Group & Network Core

Resource group LNFI-042025 anchors the build, spanning the West US and Central US regions under the
Azure for Students subscription.
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FIG 01 — Azure portal view of resource group LNFI-042025, with resources distributed across the West US and
Central US regions.

NETWORKING

West VNet — 10.0.0.0/24

LNFI-West-VNet hosts the domain controller and Client01 in West US on a single /24.
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FIG 02 — LNFI-West-VNet overview: address space 10.0.0.0/24 in the West US region.
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FIG 03 — West VNet subnet detail — the 10.0.0.0/24 subnet carrying cnw-websrv (10.0.0.100) and cnw-client01
(10.0.0.200).

NETWORKING

Central VNet — 10.0.1.0/24

LNFI-Central-VNet provides the second region's address space for Client02 in Central US.

Virtual networks | LNFI-Central-VNet

B ®6 0 p Mussremi g

FIG 05 — Central VNet subnet detail — the 10.0.1.0/24 subnet hosting cnw-client02 (10.0.1.200).
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NETWORKING
Cross-Region VNet Peering

Bidirectional peering links the West and Central VNets so the two /24s route to each other across regions.
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FIG 06 — VNet peering configured from LNFI-West-VNet to LNFI-Central-VNet, peering state Connected.
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FIG 07 — Reverse peering from LNFI-Central-VNet back to LNFI-West-VNet, completing bidirectional cross-region
reachability between 10.0.0.0/24 and 10.0.1.0/24.

INGRESS

West Load Balancer — NAT to DC & ClientO1

Standard-SKU load balancer LNFI-West-LB publishes RDP for the West-region hosts via inbound NAT rules.
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FIG 08 — LNFI-West-LB (Standard SKU) overview with its public frontend IP.
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FIG 09 — West load-balancer inbound NAT rules: frontend 33891 to cnw-client01:3389 and 33892 to cnw-
websrv:3389.

INGRESS

Central Load Balancer — NAT to Client02

Standard-SKU load balancer LNFI-Cent-LB fronts the Central-region client with a single NAT rule.
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FIG 10 — LNFI-Cent-LB (Standard SKU) overview with its public frontend IP.
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Inbound NAT rules

FIG 11 — Central load-balancer inbound NAT rule: frontend 33893 to cnw-client02:3389.
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ATTACK PATH
Network Pivot Flow

The pivot diagram traces how the NAT-published foothold on Client01 opens full internal domain traversal.

[ClientOl] ——————- > [Client02] - ——————- > [Web Server]
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Azure AD Hybrid Join Domain Controller (CNW.BIZ)
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Azure Resources On-Prem Resources
(VMs, Apps) (File Shares, GPO)

FIG 12 — Network pivot flow: initial NAT access to Client01 enables internal lateral movement to Client02 and the
web server, exposing hybrid-trust abuse.

DEPLOYMENT

Virtual Machines Deployed

Three VMs make up the domain: the Server 2019 DC plus two Windows 10 clients, one per region.
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FIG 13 — Deployed VM inventory in the Azure portal across both regions.
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FIG 14 — VM detail — cnw-websrv (Windows Server 2019, 10.0.0.100, West US) and cnw-client01 (Windows 10,
10.0.0.200, West US).

DEPLOYMENT
Central-Region Client
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FIG 15 — VM detail — cnw-client02 (Windows 10, 10.0.1.200, Central US).
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DOMAIN SERVICES

DNS & Domain join

Azure Hybrid Active Directory Domain

(Lab

cnw-websrv (10.0.0.100) is promoted to domain controller for CNW.BIZ; DNS is applied to both VNets with
8.8.8.8 as secondary.

A

Copyright (C) Microsoft Corporation.

All rights reserved.

FreeRDP: 40.86.102.105:32893

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\StudentAdmin.CNW> (Get-WmiObject Win32_ComputerSystem).Dom

ain
CNW.BIZ

PS C:\Users\StudentAdmin.CNW> ipconfig s/all

Windows IP Configuration

Host Name . . . « o
Primary Dns SuffFix . .
Node Type . . - -
IP Routing Enabled. . .
WINS Proxy Enabled. .

DNS Suffix Search Lis t.

Ethernet adapter Ethernet:

Connection-specific DNS
Description . . . . . .

Physical Address. . . .

DHCP Enabled. . . .

Autoconfiguration Enabl

Link-local IPv6 Address
erred)

IPV4 Address. . . .« .« «

Subnet Mask . . . . . .

Lease Obtained. . . . .
PM

Lease Expires . . . . .

Default Gateway . . . .

DHCP Server . . . . . .

DHCPv6 IAID . . . . .

DHCPv6 Client DUID. . .
D-37-9F-AC

DNS Servers . . . . . .

NetBIOS over Tcpip. .

Suffix

PS C:\Users\StudentAdmin. CNN>

cnw-cliente2
CNW.BIZ

Hybrid

No

No

CNW.BIZ
reddog.microsoft.com

reddog.microsoft.com
Microsoft Hyper-V Network Adapt

60-45-BD-37-9F-AC
Yes
Yes
feB80::7ac8:3333:5ace:5¢8%5(Pref
1©0.0.1.200(Preferred)
255.255.255.0

Friday, April 18, 2025 7:28:53
Tuesday, May 26, 2161 5:15:46 A
10.0.1.1

168.63.129.16

106972605

©0-01-00-01-2F-93-DF-5F-60-45-B

Enabled

Administrator:

N

Domain:

Windows

Host Name .
Primary Dns
Node Type .
IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix

Suffix

Ethernet adapter

Connection-specific
Description . . . .
ork Adapter
Physical Address.
DHCP Enabled. . . .

Link-local
c8%5(Preferred)
IPv4 Address. . . .

Subnet Mask . . .
Lease Ob\dlncd.
7:28:53 PM

Lease Expires . . .
5:15:53 AM

Default Gateway . .

DHCP Server . . . .

DHCPV6 IAID . .

DHCPv6 Client DlJID.
F-60-45-BD-37-9F-AC

DNS Servers . . . .

NetBIOS

over Tcpip.

IP Configuration

ommand Prompt

Search List.

Ethernet:

DNS

Autoconfiguration rnnh]
IPVv6 Address

C:\Users\StudentAdmin.CNw>_

C:\Users\StudentAdmin.CNwW>systeminfo
CNW.BIZ

C:\Users\StudentAdmin.CNw>ipconfig /

Suffix

all

findstr /B /C

cnw-client@2

CNW.BIZ

Hybrid

No

No

CNwW.BI1Z
reddog.microsoft.com

reddog.microsoft.com
Microsoft Hyper-V Netw

60-45-BD-37-9F-AC
Yes
Yes
fe80::7ac8:3333:5ace:5
10.0.1.200(Preferred)

255.255.255.0

Friday, April 18, 2025
Tuesday, May 26, 2161
10.0.1.1

168.63.129.16
106972605
00-01-060-01-2F-93-DF -

10.0.0.100

10:47 PM

FIG 16 — Domain controller promotion / Active Directory configuration on cnw-websrv for the CNW.BIZ domain.
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FreeRDP: 40.86.102.105:32893

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\StudentAdmin.CNW> (Get-WmiObject Win32_ ComputerSystem).Dom

ain
CNW.BIZ

PS C:\Users\StudentAdmin.CNw> ipconfig

Windows IP Configuration

Host Name . . - oo
Primary Dns Suffix . .
Node Type . . - s oo
IP Routing [nabled . .
WINS Proxy Enabled. . .
DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DNS

Description . . . . . .
er

Physical Address. . . .

DHCP Enabled. . . . . .

Autoconfiguration Enabl

Link-local IPv6 Address
erred)

IPV4 Address. . . . + =

Subnet Mask . S e -

Lease Obtulned, e e
PM

Lease Expires . . . . .

Default Gateway . . . .

DHCP Server . . . . . .

DHCPv6 IAID . . . . . .

DHCPv6 Client DUID. . .
D-37-9F-AC

DNS Servers . . . . . .

NetBIOS over Tcpip. . .

PS C:\Users\StudentAdmin. CMN>

/all

cnw-cliente2
CNW.BIZ

Hybrid

No

No

CNW.BIZ
reddog.microsoft.com

reddog.microsoft.com
Microsoft Hyper-V Network Adapt

60-45-BD-37-9F-AC
Yes
Yes
fe80::7ac8:3333:5ace:5¢8X5(Pref
10.0.1.200(Preferred)
255.255.255.0

Friday, April 18, 2025 7:28:53
Tuesday, May 26, 2161 5:15:46 A
10.0.1.1

168.63.129.16

106972605

©0-01-00-01-2F-93-DF-5F-60-45-B

Enabled

Administrator: Command Prompt

Domain:

Windows

Host Name .

Primary Dns )uFle
Node Type . .

IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search Li

Ethernet adapter Ethern
Connection-specific
Description . . . .

ork Adapter
Physical Address.
DHCP Enabled. . . .
Autoconfiguration En
Link-local IPv6 Addr

c8%5(Preferred)
IPv4 Address. . . .

Subnet Mask . . .

Lease Oblulnod. .
7:28:53 PM

Lease Expires . . .
5:15:53 AM

Default Gateway . .

DHCP Server . . .

DHCPV6 IAID . . .

DHCPvV6 Client DUID
F-60-45-BD-37-9F-AC

DNS Servers . .

NetBIOS

over Tcpip.

C:\Users\StudentAdmin

IP Configuration

DN

et:

abled . .

LCNW> o

C:\Users\StudentAdmin.CNuW>systeminfo
CNW.BIZ

C:\Users\StudentAdmin.CNw>ipconfig

/all

findstr /B /C:"Domain™

cnw-client@2

CNW.BIZ

Hybrid

No

No

CNwW.BI1Z
reddog.microsoft.com

reddog.microsoft.com
Microsoft Hyper-V Netw

60-45-BD-37-9F-AC
Yes
Yes
fese

ac8:3333:5ace:S5
10.0.1.200(Preferred)

255.255.255.0

Friday, April 18, 2025
Tuesday, May 26, 2161
10.0.1.1

168.63.129.16
106972605
©0-01-00-01-2F-93-DF -

10.0.0.100
8.8.8.8
Enabled

10:47 PM

FIG 17 — DNS configuration applied to both VNets — primary 10.0.0.100 (DC), secondary 8.8.8.8 (Google Public

DNS).
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VERIFICATION
Domain Join Confirmed

Both Windows 10 clients hybrid-join CNW.BIZ, validating domain trust across the two regions.

FreeRDP: 52.241.7.61:33891
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Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS Ci:\Users\StudentAdmin.CNw>

[ENPPNNTYSOICN . nclows IP Configuration
AL kAR

ipconfig /all

iernet adapter Ethernet:

specific DNS Suffix

:1:ec72:4987:8F4

5:e@2c%6(Preferred)
a

April 18, 2025 6:33:28 PM
5, 2161 5:14:10 AM

£
10:46 P

Type here to search =it ~ T e 4482025

FIG 18 — Domain membership verified — cnw-client01 and cnw-client02 successfully joined to CNW.BIZ.

TEARDOWN
Full Resource Cleanup

Per the lab's deletion requirement, every provisioned resource is removed — both load balancers, all public
IPs, NSGs, peerings, all three VMs, both VNets, and the resource group itself.
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FIG 19 — Teardown confirmation — deletion of the LNFI-042025 resource group and all child resources, leaving no
residual infrastructure in the subscription.



